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Data

The following drives are made available to File Storage Service from the AX150 in Data Center 1:

· E:
Storage for universal staff documents, CD images, media, etc. 
· F: 
Staff home directories with Volume Shadow Services enabled

· G: 
Bulk mounts with VSS enabled for shared projects
· H: 
Special bulk mounts with VSS disabled and limited backup retention

Backup Schedule
1. Full backups occur as follows:
· E:
(staff partition):


backup to tape every Monday
· E: 
(staff partition):


backup to disk Tuesday, Friday
· F: 
(home directories):

backup to tape every Monday
· F: 
(home directories):

backup to disk Sunday, Wednesday
· G: 
(standard bulk mounts):

backup to tape every Monday
· G:
(standard bulk mounts):

backup to disk Sunday, Wednesday
· H:
(restricted retention): 

backup to disk daily

2. Differential backups to disk are performed four times between full backups with the exception of restricted partition “H” and are scheduled as follows:

· E:
(staff partition):


backup to disk Sun, Wed, Thu, Sat
· F:
(home directories):

backup to disk Mon, Tue, Thu, Fri
· G:
(standard bulk mounts):

backup to disk Sun, Wed, Thu, Sat
Hardware and Media

To comply with this backup policy a dedicated backup server, an external disk storage device, and a tape library are required.  Currently these requirements are met by the Dell PowerEdge 2950 named BACKUPS in Data Center 1, a Dell AX150 in Data Center 1, and a Dell PowerVault TL4000 in Data Center 2 respectively.

Backups are stored in two different data centers.  Backup to disk jobs store data on the AX150 storage device and backup to tape jobs store data on the TL4000 tape library.

Software
Symantec BackupExec is utilized to backup to, restore from, and verify data on the AX150 and the TL4000 tape library.

Retention
Full backups should be retained for a period of at least 14 days according to the Service Level Agreement.   For the “H” partition, backups are only retained for 1 day by contractual obligation.  Under no circumstances are any backups of the data contained on this partition retained beyond 24 hours.

Verification
Symantec BackupExec performs a full verification against a backup set after every job to protect against corrupted data.  No other form of verification is scheduled or performed.

Restoration
· Immediate restores:  Immediate restores are available to users via VSS (shadow copy) for home directories (F) and standard bulk-mounted directories (G).  Restricted bulk-mounted directories (H) are not shadow copied and cannot be restored in this manner.
· Restores from a particular day of the current week:  If a home directory or standard bulk mount user needs a version of a file from a particular date and time, we load the last differential created prior to that time and search for the file(s).  If not there, the file(s) are retrieved from the last full backup.  Users needing this category of restore should schedule an appointment with the administrators via email.  Restores for restricted bulk mounts are only available for the most recent full backup, as these are not retained for more than one day.  No restore is possible for data located in the pre-arranged “No Backup” folder.
· Restores from a day prior to the last full backup:  Our policy is to retain all weekly full tape backups for 14 days.  The user must supply us an approximate date of the deletion and we will attempt to retrieve the closest version of the file to the one requested by accessing the tape backup prior to the date of the deletion.  As we do not retain intervening differentials, it is possible that the file requested cannot be restored to the version level requested. If the file was newly created and deleted in the period between full backups, its restoration is not possible.  If it was created prior to a full backup, but modified during the following week, only the version existing at the time of the full backup can be restored.   As most, if not all, of these restores involve data backed up to tape, time for retrieval can be quite slow.  
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